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Abstract: 

 

The Drug Enforcement Agency (DEA) has announced the implementation of the use of 

both computerized and biometric security protocols in the electronic prescription of 

controlled substances. Electronic prescriptions which were up until this point not allowed 

to be prescribed by electronic means will now be easier for physicians and the DEA to 

monitor and prescribe.  

 

This paper will examine the various practical, political, and privacy issues as well as the 

potential benefits of the use of biometric information for the prescription of narcotics and 

other controlled substances. The proposed changes will build in non-repudiation and 

improve accountability, while introducing problems such as delegation, privacy, cost, and 

information security. Another consequence of strong biometric authentication is false 

acceptance and false rejection rates. Not only are there annoyances due to false reject 

rates, there are serious medical consequences when a drug cannot be obtained due to 

failed biometric authentication.  

 

Introduction: 

 

"Sixty-four percent of American households are regular consumers of prescription drugs" 

[20]. The ever growing rates of prescribing of medications to patients creates a system 

that can be vulnerable to fraud and inefficiency. As far back as 1994 the integration of 

biometrics into prescriptions was discussed in the research community [17]. Many 

Electronic Medical Record (EMR) programs are designed to assist physicians with their 

prescriptions as well as their patient records, and many of these systems have built-in 

fraud-detection capabilities for the generated prescriptions [26]. These systems may be 

used by specialists such as dentists, oncologists, and anesthesiologists, who routinely 

prescribe controlled substances, such as narcotics. The widespread use of these systems 

opens up the possibility of abuse by staff, patients, or even criminals. The safeguards 

built into these systems are able to be overcome for nefarious purposes, representing a 

danger to the system of medication prescription, and the public which the system is 

designed to protect. Overall, prescription narcotics and other controlled substances 

represent approximately 1 in 10 prescriptions in the USA [1]. According to the DEA, 



electronic prescription of controlled substances requires at least two methods of 

identification, including one biometric [1].  

 

The US Health Insurance Portability and Accountability Act (HIPAA) contains privacy 

and security requirements regarding health records, including prescriptions [10]. Similar 

privacy safeguards of electronic patient medical data are regulated in a number of other 

states. Electronic Transmission of Prescriptions (ETP) is mandated by the National 

Health Service (NHS) in the United Kingdom, and Canada has issued the Personal 

Information
 

Protection and Electronics Documents Act (PIPEDA) [14]. Generally, 

around the world, government policy has not kept up with rapidly changing technology. 

This has created a gap between legislation and technology due to the ever increasing 

potential for cost savings and streamlined regulation.  

 

The effects of moving from personal patient care and human involvement to an electronic 

regime of prescribing and dispensing drugs creates numerous problems. The result of a 

system reliant on digital data which can potentially be compromised through numerous 

vulnerabilities is that care and attention are sacrificed for cost savings and expediency. 

Narcotics, which present powerful healing and pain management properties, require 

more, and not less supervision and human oversight due to their potential for abuse and 

diversion. 

 

Improved Accountability: 

 

Electronic prescriptions provide many potential benefits to society. For example, 

scientists can evaluate the adherence of patients to prescription regimens and patient 

compliance using electronic databases, reduce the cost of health care delivery, and reduce 

the number of medical errors [2, 3, 4]. Pilot projects have demonstrated electronic 

prescriptions to be a viable alternative to traditional prescriptions with increased accuracy 

and improved accountability [30]. 

 

As a further layer of security is introduced, additional benefits to society can be derived 

from the implementation of a secure biometrics-based electronic prescription system. The 

additional benefits of biometric security include verification, non-repudiation, and 

removal of delegation capabilities. Furthermore, biometric identification streamlines the 

process of identifying an individual, providing shorter wait times for patients, and lower 

costs in the long-term for pharmacies.  

 

The verification of the identity of the person who brings in a prescription reduces the 

willingness of patients to misuse or divert a prescription. Since the prescription is tied to 

an individual, it is not worth selling. Third parties could not successfully access 

prescriptions not intended for their own use. This is particularly relevant to controlled 

substances prescribed to an individual which has the potential to be diverted.  There are 

other cases where biometrics provide benefits as well. One example is the sale of a  

controlled substance, another is the distribution of fake pharmaceuticals. Such illicit 

transactions could be traced back to a specific prescription that can then be biometrically 

associated to a specific individual and pharmacy [16]. The prescription holder or 



pharmacy would then have to explain to the authorities how the controlled substance 

ended up as a fake product or in the wrong hands.  

 

Potential Problems: 

 

Problems related to the adoption of biometrics in pharma include negative public 

perception, the inability to delegate responsibility for picking up a prescription, possibly 

leaking private information to hidden third parties, increased costs due to infrastructure 

investment, loss of biometric identification due to injury or illness, vulnerability to 

technology failure, vulnerability to hackers, and possible incompatibility of internet 

pharmacies with biometrics technology due to replay attacks. We avoid discussion of the 

plethora of problems associated with EMR and e-health more generally, including the 

security of health records upon storage, and human engineering. 

 

Human Factors: 

 

Public perception of biometrics in the United States is tied to the notion of a right to 

privacy for American citizens, and a fear that governments are tracking regular citizens in 

conjunction with their legitimate tracking of criminals and terrorists. For example, the use 

of biometrics in prescriptions for antidepressants may pose the additional problem that 

paranoid individuals may fear that their biometric compromises their security, and opt to 

avoid legal pharmaceuticals such as Selective Serotonin Reuptake Inhibitors (SSRI). The 

initial release of biometric data in an electronic form as the key to accessing electronic 

pharmaceutical dispensing creates a number of worrying potential problems for many 

patients and privacy advocates. Far from being a terrifying big brother, the United States 

and other governments have put in place legislative safeguards that prevent patient data 

from being used for illicit purposes. In response businesses have litigated to continue 

their privacy invading practices [24, 25]. 

 

In order to discourage fraud, misuse, or breach of privacy by healthcare workers, it has 

been suggested that practices such as limiting the number of queries to the electronic 

records system and allowing peers to review each other's conduct will ensure a lower 

level of misbehavior [29]. When the number of queries by an individual is exceeded, they 

could approach a peer to budget for additional queries to the system. 

 

There are some practical issues with the use of biometric information that must be 

overcome in order to comply with HIPAA privacy and security rules. For example, in the 

United States a patient is legally allowed to have a friend or family member pick up a 

prescription for them at the pharmacy, at the discretion of the dispensing pharmacist. 

However, biometric identification completely prevents such delegation from taking place 

[9]. In Ontario, Canada, all prescriptions must be picked up by the person who has their 

name on the prescription. This is an example where differing regulations meet the 

limitations of technology. Biometric security for legitimate prescriptions, while 

strengthening the safeguards for the distribution and dispensing of certain types of 

pharmaceuticals such as narcotics, represents an apparent benefit to society. However, 



these types of measures could have unintended consequences and have a limiting effect 

on access to other types of pharmacy dispensed prescriptions. 

 

The Impact of Technology:  

 

The medical consequences of false rejection of a valid prescription could have 

devastating patient care results. In the same vein, the false acceptance of fake, modified, 

or invalid prescription can be catastrophic to the trust and premise of security built into 

the entire system when dealing with the dispensing of controlled substances. The 

motivation for attempting to pass illegitimate prescriptions can be financial as well as 

drug seeking. Indeed, should a vulnerability in the electronic system be exploited, the 

potential for abuse could be much larger than in a system reliant on human judgment and 

detection.  Indeed, a wide scale breech could result in far greater damage to society in 

terms of illicit pharmaceuticals available. When a false rejection is allowed by the 

electronic system, there exists similar, yet more specific, potential for harm. For example, 

consider a patient with a valid prescription that is turned away from a pharmacy due to a 

glitch in technology. That patient may experience severe pain, withdrawal, or even death 

as a result of the false rejection. 

 

The loss of biometric authentication capability can result from injury, illness, or the 

environment. For example, a face recognition system might fail if the lights go out at 

night, or a patient with a cold may appear to have a different voice biometric. Similarly, a 

palm print may be modified by a burn or cut. The quality of biometric authentication can 

be improved when several biometric parameters are used together in order to avoid many 

such cases [21]. Face image biometrics can be improved by using thermal imaging, 

which does not vary greatly with the lighting condition in the room [23]. Using a number 

of biometric technologies simultaneously has the potential to increase overall accuracy, 

and be less prone to false rejection due to degraded authentication. 

 

False accept rates are not expected to be a serious problem in the long-term since each 

new biometric technology has shown an increase in accuracy over time. For example, 

fingerprint scanners can identify fake fingerprint attempts using sensors to observe the 

finger temperature, pulse, oxygenation, blood pressure, movement, and electrical 

resistance [22]. In 2004 RiteAid pharmacies implemented a fingerprint biometrics system 

for picking up prescriptions, and serious consequences such as false acceptances were not 

reported [31].  

 

Vulnerability to a technological failure goes beyond rates of false acceptance and 

rejection. Even if the system is working perfectly there may be long service interruptions 

due to power failures in remote pharmacies. Any system solely reliant on biometrics for 

authentication would be unable to function without access to communication and  

information unless the data was stored locally, negating the usefulness of a large scale 

distributed system. Another possible source of biometric system failure is a software 

failure due to a bug in the implementation, or a hardware failure in any component in the 

system including cameras, fingerprint scanners, barcode readers, and computers. 

 



Secure authentication, secure data transmission, cost-effective security, and fast 

execution of security mechanisms are all highly desirable when implementing biometrics 

and electronic prescriptions on a large scale. Public key infrastructures are good for 

protecting secret information such as biometrics, but they are also relatively slow when it 

comes to encrypting and decrypting data such as a scan of a prescription. It is therefore 

much more desirable that prescription information be encoded in a digital certificate that 

is digitally signed by a physician. However, legislation does not currently allow for such 

a scheme in many jurisdictions. It has been suggested in [13] that in order to accelerate 

the execution of encryption software, a risk-based approach should be taken for data 

encryption. The concept is that a framework for data transmission should be adopted 

which understands the level of risk associated with a given document, such as a 

prescription, and the level of encryption employed in securing the document will match 

the risks associated with the document. Clearly a prescription for a controlled substance 

would fall under the category of a high-risk, and would be heavily encrypted. 

 

Electronic prescriptions and automated data entry and processing reduce the cost to 

physicians, pharmacies, and patients while providing easier access to healthcare statistics 

[7, 30]. The initial cost of the infrastructure for electronic health records is, in the long 

term, well worth it. However, new technologies such as biometrics will continually arise 

and offer the possibility to improve the existing electronic infrastructure.  In terms of face 

recognition, the cameras required are low-cost [23]. This contrasts sharply with smart 

card technology, which requires large investment in infrastructure for cards and readers 

[30].  Costs associated with new technology are a barrier to their adoption, and so 

portable USB storage devices are preferred over smartcards because they are half of the 

cost, and do not necessitate new readers because they work with existing interfaces [30, 

27]. 

 

The state of privacy implemented into e-health systems is not impressive [28]. In a world 

where biometrics are the gateway to access control, hackers could begin harvesting 

biometric information from poorly secured e-health system, or by setting up a fake 

service with the express purpose of aggregating biometric information. Although we do 

not discuss here the plethora of vulnerabilities in existing infrastructure, it is worth 

mentioning that besides for the corporate interests in prescription data, there is a group of 

nasty individuals out there intent on crime and mayhem who will also attempt to violate 

patient privacy. Imagine a scenario where a patient prescribed with a syphilis medication 

is blackmailed by individuals residing in a rogue state. Paying a few hundred dollars may 

be worth avoiding the trouble of confessing said condition to a spouse, or attempting to 

deny a prescription that is tied to an undeniable biometric. 

 

A certificate authority cannot reissue a biometric. For this reason a weak biometric 

system for an online pharmacy can be completely broken. A replay attack is a case where 

a biometric has been copied by a third party and is being used (fraudulently) to 

authenticate. For example, imagine taking a picture of a doctor's face in the parking lot, 

and then displaying the photo to a biometric face scanner in order to enter a locked room 

filled with narcotics, or access a locked laptop that prints prescriptions. When the 

password for an email account is compromised, the rightful owner of the account is asked 



to change the password. With biometrics this is not possible, and if adding a password to 

the biometric is the solution, then what is the use of the biometric? The possible 

incompatibility of internet pharmacies with biometrics technology due to replay attacks is 

discussed in the literature [12].  

 

One of the cheapest alternatives to the existing system of pharmacy dispensing of 

medications is to order drugs online, reducing the demands on the existing healthcare 

delivery infrastructure. Unfortunately, consumers put little trust into such online systems, 

and there have been problems with regards to illegitimate pharmacies [20]. Internet 

pharmacies represent a unique policy problem with regards to a biometric electronic 

prescription. In 2004 one fourth of all Americans had looked online for drug information, 

and four percent purchased drugs online [20]. The majority of online drug purchases were 

from American companies and the patient had a prescription from a doctor. The DEA has 

been pushing to shut down illegal online sales of controlled substances while promoting 

the electronic prescription of such medications by physicians [5]. It is important to 

remember when considering healthcare delivery alternatives that the cost of the 

technology is important, but there exist several other factors in cost control and service 

quality. One of these factors is privacy [24]. 

 

Protecting Prescription Privacy: 

 

Imagine a prescriber being labeled in the media as drug distributor for distributing more 

narcotics than average, or a patient assaulted after it is revealed that she was prescribed 

and picked up the morning after pill. Clearly, the privacy of prescription information does 

not end with the medication pick-up. As long as the information on a prescription can be 

deciphered, it can cause damage to integrity of the system. Although there has been 

regulation passed to protect the public, pharmacies may legally sell prescription data to 

companies interested in aggregating statistics on drug usage or prescriber preferences [14, 

32, 24]. In some jurisdictions the pharmacist need not inform the physician that the 

prescription information was sold, since the information is not covered by HIPAA [24]. 

There are other reasons for accessing stored prescription information such as access to a 

database of patient records for longitudinal studies [18]. The issue of prescription privacy 

can be separated into patient privacy and prescriber privacy [24, 25]. In the context of 

biometrics, a mountain of private patient and prescriber information could be tied to real 

people even more easily, completely shattering the privacy aspect of pharmaceutical 

delivery systems. 

 

Currently, prescriptions from hospitals or retail pharmacies may be sold for data mining, 

possibly revealing prescriber identity, patient age and gender but the patient name should 

be redacted [24, 25]. With biometrics built into prescriptions there is a real concern that 

even though the patient name is not being revealed, a biometrics database can tie the 

individual back to the record that was sold, even years after the sale. Hospital 

prescriptions have the added risk of being associated with admission and discharge dates 

[25]. Under the current regime, there exist circumstances where the patient name can be 

reconstructed based on the limited information on the sold prescription data [24]. For 

example, a rural clinic and a newspaper report of an accident may be all you need to 



identify the treatment of a celebrity car crash victim. Furthermore, pharmacogenomics, 

the designing of a drug specifically to match one individual, is one form of biometric 

identification that may someday be inherent in the basic prescription information itself 

[25]. 

 

Luckily, directly identifiable patient information such as a biometric is covered by 

privacy laws in most jurisdictions, but most laws allow the sale of identifiable 

information if a waiver is signed. Since the public is blissfully unaware of the practice of 

selling prescription data to third parties, the pharmacy can continue this practice by 

asking all patients to sign a vague waiver. 

 

Legislators have focused heavily on prescriber privacy while mostly ignoring the 

possibility that patient privacy could be affected by changes in technology such as the 

broad adoption of biometrics [24]. This may be a rational approach today, since the profit 

motive today is identifying and selling patterns in the prescription practices and 

preferences of prescribers, but tomorrow this profit motive may also be directed at 

patients' identities. Profit driven entities acquiring prescription data have claimed that 

their First Amendment right to free speech provides them with the right to purchase and 

sell prescription information [24]. It does not require a lot of foresight to imagine how the 

same data brokers could sell biometrics to parties totally unrelated to pharmaceuticals. 

For example, a credit score could be affected by the prescription of antiretroviral AIDS 

medication, all because of the leaking of private prescription data into the public domain. 

Clearly, associating a person to a prescription can reveal the diagnosis as well as the 

prescription [25]. 

 

The privacy of patient prescription data can be provided in a variety of ways. Hardware 

mechanisms for privacy preservation include wearable tokens and encrypted smart cards 

which can selectively disclose information according to the patient's wishes [27, 19]. 

Software can be used to manage policies for access control to encrypted electronic 

prescriptions, removing the burden of storage from the individual but also removing their 

ability to explicitly control the prescription in favor of the third party hosting the data 

[29]. A compromise approach called "The Salford model" is to use paper prescriptions 

along with barcodes and error-resistant alphanumeric letter encoding in order to ensure 

that technological or equipment failures do not cause patients to be turned away [11]. 

Furthermore, patients using paper receipts can choose the pharmacy and time that they 

will pick up their prescription, patients maintain their confidentiality, and existing 

infrastructure can be used to read the barcode and/or alphanumeric code on the 

prescription [11]. In the privacy context the Salford model allows access to the 

prescription by the patient and the medical staff, while third parties to store the 

prescription are not required until the prescription is handed over to the pharmacy. 

 

Applying biometrics to prescriptions could maintain patient privacy in the context of 

encryption and decryption of a prescription held on a patient's device such as a smartcard, 

Smartphone or pendant. However, biometrics could also be used to remove anonymity 

from prescriptions because biometrics are unique and therefore traceable. For example, a 



prescription including a photo ID on it will reveal the physical appearance of the patient 

to anyone who sees it. 

  

Ultimately, if a biometric is used as a password it makes lost smart cards and tokens 

easier to return but difficult to deny ownership. It is not difficult to foresee a future where 

employers require access to electronic medical records before employing an individual; 

records that are impossible to deny. 

 

Conclusion: 

 

There are numerous theoretical potential benefits to the introduction of biometric 

authentication in pharma. Incorporating changes in the way in which prescription drugs, 

particularly narcotics, are dispensed could yield increased security and lessen the 

potential for abuse. Numerous issues need to be fully explored to measure the practical 

and social ramifications of implementing a dispensing and authentication system. The 

practical and political hurdles aside, there is great concern regarding the security and 

privacy of biometric data. Biometric data is ultimately a unique “fingerprint” which 

cannot be duplicated or exchanged and as such becomes the most personal and important 

method of authentication. As explained in this paper, biometric security represents a step 

forward in terms of secure authentication, but is by no means infallible. Improving 

authentication and systems security will ultimately improve accountability, user 

experience and the potential for error. New problems, such as delegation, privacy issues, 

cost factors, and information security will continue to play a major role in the adoption, 

implementation and integration of biometric security in pharma. 
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